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Fact: Being social at work
amps productivity
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Not all cloud services are equal

Pusishas 4 rranths sgm i 10 Decamiber 21T
By Emily Lim

Ng Li San
Senior Partne
hld-' et .-q \'l 3

Vincent Choy
Senior Consultant
of Fedelis

of Microsoft APA(

Buy cnly what you
Wi - Grow

e PR zmmﬂu_imx
Sw:tch fo Veeam and Save

SEMaTE Wng N

2 Wt o Woaam

SRR

Tech/Gadgees

An IT department in the cloud: A game changer for
Malaysian SMEs

FUAALIMLR,how - Ui e s cs

booger o érvad

2
e OB E O, M 85 DS 530 WX O MRS € 8.

Fat ol ety
caeparaconsmed

S st Bt Gnnme g U o metrowios of €c2ha thr sy e v o okt xabinsh

WA 550¢ T CONT a1 F TS (0 @ THOR T gl M5 MTSMTEANY O T b 4Tyl O o 2 400 32 FAVSL
" Choy rassed

Pow e 204t o o 1 e 140 8.4 SV ol B s S i v e
pbr-lghimcimt-oe

s scareags ogles 150 e g g e o Tcsy ML et S s T 04
S0 th Tl WS s CarTa w

arnrng Sam e o S s 5 T ey, T
T B ATnC LA NSt 10 s A DU O B WK i 053 SO SN Mo
Pt iy VS il aPnd

Oy s e
prvese

frcedl @opieg e
Tl g SME ot s vt

R i b e ot ot Ao 12 st et
5 Cangeetv.

TUsn 7 sy e A T 4 v
PN v T 3] by TOTIY e, s

S L i 6 g o TR ] LNy,
ey

<
The co of IF ekt b et 116 s may s 10 sk ot e e . o M3 54 Pt ot crrscs i howes
Loy

i T e v 1 e st i 1 ol et o T v, s o
P

i atan. F 3 catint o drah, Mkrosct: fuse
" Shey detabed

o it s O R e dovcd e e g
s ot gt e o e et e vess o s 27

Seaceamsee a0 baas et e Wbl Furnl Ok and €arcs the Aot OFbaanil Korm aryabare, ey dendin. 1t93c
ST ———

Time to leverage cloud
computing




INt

365 & SharePo
23/10/2018
ions
ion Speaker

<
5

18 Sess

¥

14 Internat

J N
,_. \

by T

. )

FrEE R R

., _
; ¥ st b



Attack Spectrum

Broad (%)

Brand Phishing IT/Saa$S Phishing

Targeted ($$$)
Spear Phishing

E.g. Personal ldentity/Financial E.g. Access consumer credentials E.g. Access to org credentials and data  E.g. Wire/W2, BEC, high profile accounts
Attack Lures/Payloads [ Credential Phishing Links J

Domain Spoof

Text Lures

] [ Phishing Attachments ] [ User Impersonation ]
] [ Link to J [ Domain ]
fake SaaS Apps Impersonation

N FEDELIS
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finance@Contosoé

<
&(),\\‘)

/()/O
\ <

~ Prevent Othe(s Prevent Users |

from ben@\\ from being
che%téd\ cheated

\\\ ’

e o o o = - - - - - - - ———



CEO@contoso.com finance@contoso.com

S -

Can attack both internal staff and
external public

e o o o = - - - - - - - ———



| admin@contosoOnline.com
_ContosoOnline \ > Please Reset your
| S (’) Password !!!

i
-
A
\\/

Online Stores are very vulnerable.
Hackers target your customers, not
you! (using your email)




< (-
finance@Contoso. \\((J Contoso Customer
' A

: Please pay ContOSO Bank i______________““——-i

(\/ (Igésgg pay:@eﬁ% contoso-BVI
\
. Y,

e

e o o o = - - - - - - - ———
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\ \/ \ / >

<

)

o
& V.
g ?\
e
~C
What if there is a way to check the authenticity ‘

of an email ? There is, via embedding SPF, DKIM
and DMARC fields in the domain DNS

e o o o = - - - - - - - ———



finance@contoso.com

((,
| (}E\S\() ________ l SPF Fail

finance@Contosoé

DKIM Fail

SPF
DKIM
DMARC%

DMARC
Reports

e o o o = - - - - - - - ———



IJ Office 365
o
How Office3‘6§%%(ﬁdles
Spoof Prevention

. /\\ .
\V\\”\(’(/\
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Due to the Smart Phone, the IT user is actually quite IT Savy outside of work

Personal Yahoo Mail

follower

file storage count me too!

Personal Hotmail I'm in Penang

follower

follower

Here's your boarding pass

FEDELIS
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Corporate IT tools usually lag behind compared to private smart phone tools

Users

FEDELIS

samplifying effectivencss



As a result, users bring their free apps into the workplace, without IT approval or
knowledge

~EDELIS

mplifying effectivencss




Office365 gives these users similar functionality, but offers world class protection

MS Office Power Bl PowerApps Flow Delve Staff Hub Business Apps
Yammer Teams Planner Forms OneDrive QneNote Sway
“Facebook” “Slack” “Trello” “G Forms” “Dropbox” (Ey rnote” “Slideshare”
\()/'\ i
Exchange SharePoint ( ). Skype
“Email” “CMS, File Managem ﬁt & “Communications”

~\" (
KOJPhce365 Substrate

Mobile Management {h 01* tlon Protection Search & Investigate Threat Mgmt

MDM, EMS ((, « AIP, DLP Hold, eDiscovery ATP, Adv Security
<\
Azure\Ab - Free, Basic Azure AD — P1 & P2

On Premise Active Directory




AN
(§></\

X0,
Office365 Aﬂti\—%poof for
OutB\Qtﬁﬁ\d Messages

C.
, &(\\”\<’
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If you're using...

1 Any email system (required)

2 Exchange Cnline

[9%]

Exchange Online dedicated only

4 Office 365 Germany, Microsoft
Cloud Germany only

5 Third-party email system

On-premises mail system. For
example, Exchange Online
Protection plus ancther mail
system

o

7 Any email system (reqguired)

Common for
Office 365
customers?

Common. All
SPF TXT records
start with this
value

Common

Mot common

Mot common

Mot common

Mot common

Common. All
SPF TXT records
end with this

value

SPF is set when you first install Office

Add this...

v=spfl

include:spf.protection.outlook.com

ip4:23.103.224.0/19 ip4:206.191.224.0/19 ip4:40.103.0.0/16
include:spf.protection.outlook.com

include:spf.protection.outlook.de

include:<damain name»

Where domain name is the domain name of the third party email
system.

Use ane of these for each additional mail system:

o ipd<IP address>

o ip&i</P address=

o include:<domain name:
Where the value for <IP address= is the IP address of the other
mail system and <domain name= iz the domain name of the other
mail system that sends mail on behalf of your domain.

=enforcement rule=

This can be one of several values. We recommend that you use -
all.

v=spfl include:spf.protection.outlook.com -all

FEDELIS
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Sender Rewrite Scheme (SRS) - 15 Jul 18

* Takes care of SPF issues when \\
e Auto-forwarded Message using SMTP Fwd, 'Jh{ /Transport Rule Redirect
 Auto-forward from On-Prem Exchange thﬁgo sh 0365

[rem— John.work@contoso.cpm( John.home@example.com :

\
P1 From: bob@fabrikarﬁ.\c‘g;rr\\ P1 From : john.work+SRS=44l|dt=IX=fabrikam.com=bob@contosocom
From : bob@fabrikam.com From : bob@fabrikam.com

FEDELIS

smplifing effectivencss



0365 automatically enables DKIM if not set

If we have not enabled DKIM, Office 365 automafically creates a 1024-bit DKIM public key for all the custom
domains and the associated private key which are stored internally in Microsoft datacenters. By default, Office
365 uses a default signing configuration for all domains that do not have a policy in place. This means that if
DKIM i1s not manually setup, Office 365 will use its default policy and keys to enable DKIM. Also, if we disable

DKIM signing after enabling it, Office 365 will automatically apply the Office 365 default policy for this domain.
\\ \

£
DKIM-Signature: v=1; a=rsa-sha256; c=re|axe€’/r&e\ra)géd,) \ Enabled — uses headers in DNS
d=vincentchoy.com; s=selector1l; §- A
h=From:Date:Subject:Message-ID:(;pn‘@Q'E\Type:MIME-Version;

-
s \/\C ’

DKIM-Signature: v=1; 'a\zi a—\sh3256; c=relaxed/relaxed; Disabled — Microsoft auto-turns on
d=fedelissb.onmicrosoft.com; s=selectorl-fedelis-com-my; dkim
h=From:Date:Subject:Message-ID:Content-Type:MIME-Version ® " FEDELIS

samplifying effectivencss




MS-Default DKIM verification algorithm

.C
1. IF you see d=*.onmicrosoft.com, AND

IF you remove ‘selectorl/2-', AND
3. IF you replace any dots in the From: address with dashes (e.q., fabrikam.com -> fabrikam-com) [1] and it

matches the unremoved parts in the selector (e.qg., fabrikam-com)
4. THEN you can consider the message implicitly DMARC aligned.

ot

DKIM-Signature: v=1; a=rsa-sha256; cﬁrelaxed/relaxed
d=fedelissb. onmlcrosoft cpm( ,—selectorl—
h=From:Date: SubJQctXM\(sge}ge ID:Content-Type:MIME- Ver5|on

N

FEDELIS

samplifying effectivencss



Microsoft will tell you what to put in DNS

C ( -
CNAME record does not exist for this config. Please publish the following two CNAME records first. selectorl-
Fedelis-sg._domainkey.fedelissb.onmicrosoft.com selector2-Fedelis-sg._domainkey.fedelissb.onmicrosoft.com

Fedelis.sg

Sign messages for this domain with DKIM signatures: Disabled

Enable
Status:
Mot signing DKIM signatures for this domain.

Last checked on: YELIS
2812016 10:33 AM ng effectiveness



DMARC will fail if use O365 “quto” DKIM

< (‘.
Step 3: Set up DKIM for your custom domain in Office 365

Once you have set up 5PF, you need to set up DKIM. DKIM lets you add a digital signature to
email messages in the message header. If you do not set up DKIM and instead allow Office 365
to use the default DKIM configuration for your domain, DMARC may fail. This is because the
default DKIM configuration uses your initial onmicrosoft.com domain as the 5322.From address,

not your custom domain. This forces a mismatch between the 5321.MailFrom and the 5322.From
addresses in all email sent from your domain.

J

¥ FEDELIS



DKIM will fail if there is a mail relay

C ((
s

Remember that if you have another mail server positioned after Office 365 that relays out to the Internet,
it may modify the message content and cause the DKIM signature not to verify. If this occurs, you should
ensure that Office 365 is the last service to relay out to the Internet, otherwise you may get some email

bounces due to a broken DKIM signature.

N
S



DMARC tells the recipient email servers what
to do when receiving mails from you -

* What to do if a mail is suspicious — Pass, Quaraa?/l‘i\(h\e(‘or Reject
* Where to apply this policy — Main Doma'@s(/fSUb/Domains
* How many emails to examine? : \
* How often to send reports? \ O
\
* Where to send the reports? -
et

C
* Note — It is up to thefreggé)ént email servers to execute these checks. Some old or basic email receivers may
not perform any or all of these instructions. However you have done your part by doing these settings in your

DNS.
A/ reveLis



"v=DMARC1;p=reject;pct=100;rua=mailto:postmaster@dmarcdomain.com"

In this example, the sender requests that the receiver outright reject all non-aligned messages and send a report, in a specified aggregate format,
about the rejections to a specified address. If the sender was testing its configuration, it could replace “reject” with “quarantine” which would tell
the receiver they shouldn't necessarily reject the message, but consider guarantining it.

DMARC records follow the extensible “tag-value” syntax for DNS-based key records defined in DKIM. The following chart illustrates some of the
available tags:

Tag Name Purpose Sample
v Protocol version v=DMARC1
pct Percentage of messages subjected to filtering pct=20
ruf Reporting URI for forensic reports ruf=mailto:authfail@example.com
rua Reporting URI of aggregate reports rua=mailto:aggrep@example.com
p Policy for organizational domain p=quarantine
sp Policy for subdomains of the OD sp=reject
adkim Alignment mode for DKIM adkim=s
aspf Alignment mode for SPF aspf=r
\ M

Eg Microsoft’s DMAARC
_dmarc.microsoft.com. 3600 IN TXT "v=DMARCI1; p=none; pct=100; rua=mailto:$ua.gg_a|ﬂi.;qo[@;
ruf=mailto:d@ruf.agari.com; fo=1" 4

samplifying effectivencss



DMARC - Timid

_dmarc TXT ( "v=DMARC1;p=none;sp=reject;pct=10; (\(

"adkim=r;aspf=r;fo=1;ri=86400;rua=mai|to:dmar@3£&min@example.net")

P=none
SP=reject
Pct =10
Adkim=r
Aspf =r
Ri=86400
Rua

<©
- No advice for main domain \
- Reject spoof for ls;b\ﬁmmam
- Applies to 10% f mail

- relaxed : JFQW subdomains for dkim check (s = strict)

- daily report (secs)
- aggergte mail reports to ....

- re{‘ab q( aIIow subdomains for spf check (s= strict)

A/ reveLis



DMARC Aggresive

_dmarc TXT ("v=DMARC1;p=reject;sp=reject;pct=100;
"aspf=r;fo=0;ri=86400;rua=mailto:dmarc- admm@e(xample net")

P=reject
SP=reject
Pct =10
Adkim=r
Aspf =r
Ri=86400
Rua

C
- Reject spoof for main do\ma&\ <
- Reject spoof forgk\nﬁomam
- Applies to 109% ail
- relaxed : JFQW subdomains for dkim check
- re\‘ q( aIIow subdomains for spf check
- daab report (secs)

- aggergte mail reports to ....

A/ reveLis



DMARC Reporting

* Knowing if your anti-spoof settings are worklng |§\Fmportant

* Knowing if scammers are using your emil gicfrhalns to spoof others is

Important
* Allows you to take proactive co &Ltn)‘cérmeasures against spoofing
* Allows you to protect yogr E pany reputation

 Allows you to prote<c’(y\®ur own company users

 Allows you to pf\étéct your customers and suppliers

A/ reveLis



DMARC generates 2 kinds of reports

* Aggregate reports - reports provide informatio%é\(b\c()ut which emails
are authenticating against SPF (Sender Poli ya% mework), DKIM
(DomainKeys Identified Mail) and DM jo hd which are not.

* Forensic reports - In addition to providing information about which
emails are authenticating ai ﬁ\hsfSPF, DKIM, and DMARC (as
aggregate reports do) foren ic reports include additional information
such as the subject ine\énd header information as well as, most
importantly gr\V\QR s (URIs) included in the message.

* Need analysis tools to interpret DMARC Reports A/ FeeLs



Delete Respond Quick Steps ] hove Tags

Tue 5/3/2018 230 PM
’ Genting Results «<me@vincentchoy.com:
[y

You have won a prize

To W

Retention Policy  Junk Email (30 days) Expires &/7/2018

ﬂ Links and other fundtionality have been disabled in this message, To turn on that fundionality, move this message to the Inbox,
This message was marked as spam using a junk filter other than the Outlook Junk Email filter.

You have won a million dollars

Authentication-Results: spf= softfallt;e ({erlP\
46.167.245.205) )

smtp.mailfrom= vmcentqhoy oﬁ1 fedells com.my; dkim=none

(message not sig ezd)\ S\

header. dfn elis.com.my; dmarc=fail action=none

head&r\ %n-vmcentchoy com;compauth=fail reason=001

Received-SPF: SoftFail (protection.outlook.com: domain of
transitioning

FEDELIS
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Aggregate report example

abuse dmarc Report Domain:wolberworks.com Submitter:aol.com Report-ID:wolberworks.com 1379217600 c (,
dmarc-support Report Domain: wolberworks.com - This is an aggregate report from Comcast net ’\ \ >
noreply-dmarc-support Report domain: wolberworks.com Submitter: google.com Report-1D: 14296826195827574192 // N
dmarcrep Report Domain: wolberworks.com Submitter: hotmail.com Report-1D: <41490281a39b41b6a%¢c.

noreply Report Domain: wolberworks.com Submitter: yahoo.com Report-ID: <1379149764.630627> - Th

v

\ \
<source_1ip>209.85.212.169</source_1ip>

Emails will be sent to mailbox based on DMARC settinis)\‘
Ve \
(jQ\\\\ <count>1</count>
- Y,
W\

<policy_evaluated>

P <disposition>none</disposition>
- \ <dkim>pass</dkim>
(j (j/, <spf>pass</spf>
4 </policy_evaluated>

¢
\ \\\ </row>
<\\\ <identifiers>
<header_from>wolberworks.com</header_from>
</identifiers>
<auth_results>
<dkim>
<domain>wolberworks.com</domain>
<result>pass</result>



Forensic report example

content- Type' text/plain; charser="us-ascii”
MIME-Version: 1.0
content-Transfer-encoding: 7bit

This is a spf/dkim authentication-failure report for an email message received from
Below is some detail information about this message:

1. sPF-authenticated Identifiers: none;

2. DEIM—-authenticated Identifiers: none;

3. DMARC Mechanism Check Result: Identifier non- aligned, DMARC mechanism check fail

Fur more information please check Aggregate Reports or mail to abuse@participatingls
2276670489547 10057 Se=

cnntent—Type messageffeedhack—repnrt

MIME-Version: 1.

Feedback-Type: auth-failure

User-Agent: Participatingiser/1.0

version: 1

original-Mail-From: <xxxxx@domain.com>

Arrival-pate: wed, 09 Mar 2016 11:27:48 +0800
Source-IP:

Reported-Domain: omain. com

original-envelope-Id: Xxxxxxxxxxxxxx.domain
Aauthentication-Results: participatingIsP.com; dkim=none; spf=Fail smtp.mailfrom=xxxx
Delivery-Result: reject

-- 227667 048954710057 5=—

Content- e: text/rfc822-headers; charset="us-ascii”
MIME-Version: 1.0

content-Transfer-Encoding: 7bit

Received: from xxxxx ([4.5.6.7])
domain.com with sMTP id lzmyL24ZQc3IvycEd. 1
for ooixxx@recipient.com>; wed, 09 Mar 2016 11:27:43 +0800
Date: wed, 9 Mar 2016 11:27:37 +0BOO F$:[}F:[[53
From: “Display Name" <xxxxxxx@domain.coms 4 —

T+ Dardinfant svwwwwlracindanr com-. & samplifying effectivencss



Having a reporting tool to analyze the results
s critical

d m 0 rc i 0 n i 17 e T 7% e | Tools ~ Services ~ Userzglenp.. =  Space Library

Lifter Mission Contro

23 Tasks Add Domains #dd DMARC (8} Get Compliant (13) Puhlish Palicy [4) Monitor
SUMMAary 7 days of data- &g into detals using
Demains, Volume, IMARL Coverage Email Sources ThreavAbuserother
| | oima-srrsoes Source Compliarce
23 3,3“1,1 33 ORMOnly: B SEEadenilies deves BO.5FH
oamains messages a¥Fanhy 4.6 Campaign Monitar ]
Neoine: 7.4% Amazan Smple sl Senie L
COVETARE
Domain Groups Chick cells for details. (0 Selected) | Sereces Domains " E o E -
‘ Defaule [ALL) texbEry i 101 Drfani! Gring Aanagrrienl
show! 10 * | entries Search: Calumn visibiliey
Demaln DMARE - SPT stakte - DHIM state Velume |7 days)
Al systems g0 AL syStems go 1=

veedu : = (3] pEncne

¥ FEDELIS
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Reporting Tool can show if all your sending
servers are defined

Audit of known commercial entities (legitimate) using the <Customer> domain.

[ s volume UMARL compuance
SPF-Identified Serversincluded in SPF E3 show details 5,994,568 SPF 99.8% DKIM 59%

756,170

show details

source

volume

DMARC compliance

Related Servers

show details

632,820

SPF 0% DKIM 59%

-

source

volume

DMARC compliance

SendGrid, Inc.

show details

13,758

SPF 0% DKIM 0%

source

volume

DMARC compliance

Google, Inc.

in SPF

show details

1,913

SPF 0% DKIM 8%

e

£

source

volume

DMARC compliance

Salesforce.com

show details

11

SPF 0% DKIM 0%

=
i

source

volume

DMARC compliance

NetSuite Inc.

show details

P
/

source

volume

DMARC compliance

ExactTarget (now Salesforce)

show details

SPF 0% DKIM 0%




Reporting tool can show if your domains are
listed as suspicious

Legitimate domains incorrectly configured may be targeted by anti-spam servers. C
D

\

UL VUL T LAV LU L

Other Servers

@ hide details 25,759 No policy applied

None: 100% (25,759 of 25,759)

Show FERRS entries Export as C5V Searg

Server Name - From: domain count = Message count - IP count + DMARC Complt
(+) *.nxdomain v & 14068 21 0% (SPF: 0%, DKIM: 0%}
Q *.lisa.com v 1 2354 1 0% (SPF: 0%, DKIM: 0%)
(+] *.bpiloans.com v 1 1538 1 0% (SPF: 0%, DKIM: 0%)
[ +] *.sl-reverse.com V 1 1375 2 0% [SPF: 0%, DKIM: 0%)
(+) *.webhostinghub.com v 1 1121 1 0% (SPF: 0%, DKIM: 0%)
(+] *.urljet.com ¥ 1 737 1 0% (SPF: 0%, DKIM: 0%)
[ +) *.delmonte-phil.com v 1 329 2 % (SPF: 0%, DKIM: 0%)
(+) *.domains. ph ” z 270 1 0% (SPF: 0%, DKIM: 0%)
(+) *.cpcloud.co.uk v 2 243 1 0% (SPF: 0%, DKIM: 0%)
o *.smart.com.ph v 1 216 3 0% (SPF: 0%, DKIM: 0%)
(+) * websitewelcome. com v 1 213 132 0% (SPF: 0%, DKIM: 0%)
(+] *.me.com v 1 205 1 0% (SPF: 0%, DKIM: 0%)
(+) *.web.com.ph v 3 182 g 0% (SPF: 0%, DKIM: 0%) i [E;
(+) *.pldt.net v 1 173 3 0% (SPF: 0%, DKIM: 0%) IEmens
[ +) *.bworldonline.com v 2 133 1 % (SPF: 0%, DKIM: 0%)
(+) * . .onestopwebworks.com ” i 133 1 0% (SPF: 0%, DKIM: 0%)




Reporting tool will generate Forensic Report
Summary- this can show what is the Lure used to
trick users — allow you to take counter measures

RN

sage
From: subject mailfrom arrival date =
I body
Thy, 27 Oct {click Vi
IE"V'-'
65.54. Recent ATM Withdrawal expressonline@ 2016 06:15:53 for Head View Body
eader

-0700 detail)

Thu, 27 Oct (click vie
\.l.
Recent ATM Withdrawal expressonline@ 2016 06:15:53 for Header View Body
0700 detaily
DMARC failur aged on forwarded

b
email SP e\deIMfallure

A/ reveLis



Fedelis works with dmarcian reporting tool and
advisory services to help you secure\g(éur domain
against spoof el

dmarcian

k Y FEDELIS
simplifying effectiveness
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Office365 Aﬂti\—%poof for
|nB(Q§J.H\d Messages
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Office365 and Incoming Messages

Is there
any more
info about

the sender?

Does it look Does it have

a good
reputation?

Does it pass
authentication?

L

/ and DMARC settings to evaluate spoof

like a spoof?

e Uses senderg%F\,\D\K

Y FEDELIS



(52 Reply [E2Reply All 3 Forward GiSiIM
Fedelis.com.my Tue 6/26/2018 11:18 AM
Bill Gates <vc@fedelis.com.my> Bill Gates
You hit the jackpot

To Vincent Choy J

I will pay you USD 1 Million. Click the link now.




52 Reply 2 Reply All £ Forward Gi5iIM
Tue &/26/2018 11:18 AM

Bill Gates <vc@fedelis.com.my> « This wasn’t sent from vc@Fedelis.com.my
You hit the jackpot

Ta Vincent Choy
¢ ~
G |
SPF info for fedelis.com.my | =
I will pay you USD 1 Million. Click the link now.

P SPF record is valid

SPF Record:
y=cpil inciedesoutlook.com -zl
Authentication-Results: spf=fail (sender IP is 46.167.245.206) < ‘
smtp.mailfrom=fedelis.com.my; vincentchoy.com; dkim=none (message not signed) !

header.d=none;vincentchoy.com; dmarc=Ffail action=none

header.from=fedelis.com.my;

Received-SPF: Fail (protection.outlook.com: domain of fedelis.com.my does not

»  SPF Fail — did not come from 0365,

designate 46.167.245.206 as permitted sender) came from emkei.cz instead

receiver=protection.outlook.com; client-ip=46.167.245.206; helo=emkei.cz;

FEDELIS

samplifying effectivencss



Office365 and Incoming Messages

Is there
any more
info about

the sender?

Does it have
a good
reputation?

Does it look Does it pass

like a spoof? authentication?

« O

* Who is the sendmic(oﬁram / sending IP?
* How often doe\g\ sender or recipient exchange email?

mplifying effectivencss



2 Reply [E2Reply All £} Forward G5 IM

Tue 6/26/2018 12433 PM

Vincentchoy,com Lee Kuan Yew <me@vincentchioy.com:>
Free Singapore Citizenship Lee Kuan Yew

To W
Retention Policy  Junk Email (30 days)

ﬁ Links and other functionality have been disabled in this message. To turr
This message was marked as spam using a junk filter other than the Cutl

SPF é é f'\(\(i) ‘

DKIM
DMARC%




— Re A Re f=2 Forward GG
2 Reply [E2Reply All E4F d GEIM

: Tue 6/26/2018 12:33 PM
m Lee Kuan Yew <me@vincentchoy.come « This wasn’t sent from me@vincentchoy.com

Free Singapore Citizenship

5PF info for vincentchoy.com

Ta v
Retention P-j”-’_‘_l.-' lunk Email [30 'jE'_',"S'I

ﬁ Links and other functionality have been disabled in this message. To turr
This message was marked as spam using a junk filter other than the Cutl

S5PF record is valid

5PF Record:
w=5pf1 include-outiook comB

Call me now \/ \ 4
\
Cr () \

Authentication-Results: spf=softfail (sender IP is 46.167.245.206)
smip.mailfrom=vincentchoy.com; fedelis.com.my; dkim=none (message not signed)

header.d=none;fedelis.com.my; dmarc=fail action=oreject

header.from=vincentchoy.com;compauth=Ffail reason=000

Received-5PF: 5oftFail (protection.outlook.com: domain of transitioning
vincentchoy.com discourages use of 46.167.245.206 as permitted sender) -

“~"in front of “all” means that
any servers not listed in this
SPF record should be treated
as a "softfail", which means
that mail can be allowed
through but should be tagged
as spam or suspicious.

FEDELIS
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Legitimate Internal Spoof Scenarios

ﬁ 3rd party senders who use your domain to send bulk mail to your own employees for
{Q\: ““““ R company polls
—~ External company/vendor that creates and sends out advertising or product updates
on your organization's behalf
e " " " .
- An assistant who regularly needs to send email for another person within your
R organization
An application that is configured to spoof its own organization in order to send
internal notifications by email

Legitimate External Spoof Scenarios

An external company sends email on behalf of another company (for example, an
automated report, or a software-as-a-service company).

1S

WEMCES

The sender is on a discussion mailing list, and the mailing list is relaying the email from
the original sender to all the participants on the mailing list.




Reducing Genuine Spoof marked as spam

* Correctly configuring SPF and DKIM to incIudQ %[‘{Rgrty Services

G

* White List Sender IP Address in Exchan\g Admin Center / ATP
* Add Exchange Transport Rule\to(bypass filtering for specific address

A/ reveLis



% Microsoft

Office Products ~ Solutions v Resources v Contact sales ~

Oftice 365 Advanced Threat o
Protection

" 3 :: :EE ;;u"
Protect your email, files, and Office 365 applications against unknown e g i e
and sophisticated attacks. ' 34 g 5
Customers with subscriptions to select Exchange or Office 365 plans \ 77 %

can add Advanced Threat Protection for RM8.40 per user.

Find out how (3) i}

Price does not include tax.




Advanced Threat Protection (ATP

Office365 Standard Plans

Office 365 Secunty

(y Home

& Data

& Threat management

Review
Policy

= Mail flow

e) Data privacy

)'j Search & shigation

| Reports

Comphaned

Home > Policy

Protect your organ iz

email from spam.,
including what acti

take if spam is de

Add DKIM (DomainKeys
identified Mail) signatures
to your domains so
recipients know that email
messages actually came
from your users.

Security &

Protect your organization's
email from malware

including what actions ta

ake who to notify if

malware is detected.

1o

Office365 with ATP

FEDELIS
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Home = ATP anti-phishing

Anti-phishing

By default, Office 365 includes built-in features that help prots
Learn more about anti-phishing policies

Edit your policy Fedelis Anti-Phishing Policy

] Delete policy

Name

Fedelis Anti-Phishing Policy

Customize the impersonation, speofing, and advanced settings for this policy. Learn mere about these settings

Priority
Status
Last modified

Policy setting

Impersonation

Spoof

Advanced settings

0
On
26 June 2013

Policy name
Description

Applied to

Users to protect

Protect all domains | own

Protect specific domains

Action > User impersonation
Action > Domain impersonation
Safety tips > User impersonation
Safety tips > Domain impersonation
Safety tips > Unusual characters
Mailbox intelligence

Enable antispoofing protection
Action
Safety tips > Authentication fails

Advanced phishing thresholds

Fedelis Anti-Phishing Policy

Custom setting of AP Policy

If the recipient domain is: Edit
fedelis.com.my

Off
Off
Off
Don't apply any action
Daon't apply any action
Off
Off
Off
On

Edit

On
Move message to the recipients’ Junk Email folders
On

Edit

1 - 5Standard i



Advanced Threat Protection (ATP

Office365 Standard Plans Offi%e365 with ATP

< C A\

: i A
Anti-spam settings

Cur standard settings cover the hasics 5o you can have peace of mind that your organization is protected from spam. But if you want more control, switch )/
3 cus| settings and take advantage of a robust set of features, including custom spam filter policies t ou can apply to users and groups. Leam -~

spam settings

Standard Custom

i Y Cust tti [ ol
Custom settings @D o )\ ustom settings
r \

\

Mams On Priority

Name On Prionty

e Defaule spam filter policy (always ON) Lowest

el ult spam filter palicy (ahways OMN) Lowest
o Connection filter policy (always ON)] Lowest
e Cwthound spam filtar poli Lowest
e Outbound spam filter pahcy {always TM) Lowest
~ ntefligence palicy Lowest
T
Tt
Review s kor ness




s Spoof intelligence policy Lowest

Review senders that are spoofing your domain, You can block or allow these senders from spoofing your domain. Learn about spoof intelligence

Show me senders | already reviewed

Review mew senders C

AN

Decide if these senders are allowed to spoof your users

These senders might be spoofing ussrs in your erganization. Leam about spoot misligencs

What we already did

'We blocked senders who were exhibiting malicious behavior and allowed thoss who appear legitimste.

What you need to do

Rewisw the hist snd deods f the sender s sllowed to spoof users. Some sendsrs might be spoofing maors than one user. I that's ihe case you can

either allow them to spoof all users or open the Detailed view to make a decision for each spoofed user.

-
S Your Domains External Domains

( / Spoofed user Sending # of # of user Authentication Decision

( f Infi ture F result set by
\
\\ \\ um.edu.my 103.18.3.0/24 1 0 Failed
tarcadwmy 103521920/24 1 o Failed
dksh.com 0s479240/024 1 o Failed
munchys.com 10447.1260/24 1 o Failed
starwoodhotels com 10447 38.0/24 1 o Failzd

Last seen

Ti6/2018

14/6/2018

5/6/2018

4/5/2018

562010

Allowed to

spoof?

v

Yes

Mo

ez

Yes

r

smplifying effectivencas



Questions? o\

Contact vc@Fedelis.com.my \ </ :

k Y FEDELIS
simplifying effectiveness



