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finance@Contoso

Sender Receiver

Who does Email Spoofing Affect?



finance@Contoso

Prevent Users 
from being 
cheated

Prevent Others 
from being 
cheated
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finance@contoso.comCEO@contoso.com

Can attack both internal staff and 
external public



ContosoOnline

admin@contosoOnline.com

Online Stores are very vulnerable. 
Hackers target your customers, not 
you! (using your email)

Please Reset your 
Password !!!
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Please pay contoso contoso-BVI

Please pay contoso Bank

Contoso Customer



SPF
DKIM
DMARC

Contoso

What if there is a way to check the authenticity 
of an email ? There is, via embedding SPF, DKIM 
and DMARC fields in the domain DNS



SPF
DKIM
DMARC

SPF Fail

DKIM Fail

DMARC
Reports

finance@Contoso

finance@contoso.com

Please pay contoso contoso-BVI



How Office365 handles
Spoof Prevention



Due to the Smart Phone, the IT user is actually quite IT Savy outside of work



Corporate IT Tools

Users

Corporate IT tools usually lag behind compared to private smart phone tools



As a result, users bring their free apps into the workplace, without IT approval or 
knowledge



On Premise Active Directory

Azure AD – Free, Basic Azure AD – P1 & P2

Mobile Management
MDM, EMS

Information Protection
AIP, DLP

Search & Investigate
Hold, eDiscovery

Threat Mgmt
ATP, Adv Security

Office365 Substrate

Exchange
“Email”

SharePoint
“CMS, File Management”

Skype
“Communications”

Yammer
“Facebook”

Teams
“Slack”

Planner
“Trello”

Forms
“G Forms”

OneDrive
“Dropbox”

OneNote
“Evernote”

Sway
“Slideshare”

MS Office Power BI PowerApps Flow Delve Staff Hub Business Apps

Office365 gives these users similar functionality, but offers world class protection



Office365 Anti-Spoof for 
OutBound Messages



SPF is set when you first install Office365



Sender Rewrite Scheme (SRS) - 15 Jul 18

• Takes care of SPF issues when 
• Auto-forwarded Message using SMTP Fwd, Mailbox/Transport Rule Redirect

• Auto-forward from On-Prem Exchange through O365

P1 From : bob@fabrikam.com
From : bob@fabrikam.com

P1 From : john.work+SRS=44ldt=IX=fabrikam.com=bob@contosocom
From : bob@fabrikam.com

John.work@contoso.com John.home@example.com



O365 automatically enables DKIM if not set

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; 
d=vincentchoy.com; s=selector1; 
h=From:Date:Subject:Message-ID:Content-Type:MIME-Version;

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=fedelissb.onmicrosoft.com; s=selector1-fedelis-com-my;
h=From:Date:Subject:Message-ID:Content-Type:MIME-Version

Enabled – uses headers in DNS

Disabled – Microsoft auto-turns on 
dkim



MS-Default DKIM verification algorithm

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=fedelissb.onmicrosoft.com; s=selector1-fedelis-com-my;
h=From:Date:Subject:Message-ID:Content-Type:MIME-Version



Microsoft will tell you what to put in DNS



DMARC will fail if use O365 “auto” DKIM



DKIM will fail if there is a mail relay



DMARC tells the recipient email servers what 
to do when receiving mails from you -
• What to do if a mail is suspicious – Pass, Quarantine or Reject

• Where to apply this policy – Main Domains / Sub Domains

• How many emails to examine?

• How often to send reports?

• Where to send the reports?

* Note – It is up to the recipient email servers to execute these checks. Some old or basic email receivers may 
not perform any or all of these instructions. However you have done your part by doing these settings in your 
DNS.



Eg Microsoft’s DMARC
_dmarc.microsoft.com.   3600    IN      TXT     "v=DMARC1; p=none; pct=100; rua=mailto:d@rua.agari.com; 
ruf=mailto:d@ruf.agari.com; fo=1" 



DMARC - Timid

_dmarc TXT ( "v=DMARC1;p=none;sp=reject;pct=10;"
"adkim=r;aspf=r;fo=1;ri=86400;rua=mailto:dmarc-admin@example.net")

P=none - No advice for main domain
SP=reject - Reject spoof for Sub-Domain
Pct = 10 - Applies to 10% of mail
Adkim=r - relaxed : allow subdomains for dkim check (s = strict)
Aspf =r - relaxed : allow subdomains for spf check (s= strict)
Ri=86400 - daily report (secs)
Rua - aggergte mail reports to ….



DMARC Aggresive

_dmarc TXT ( "v=DMARC1;p=reject;sp=reject;pct=100;"
"aspf=r;fo=0;ri=86400;rua=mailto:dmarc-admin@example.net")

P=reject - Reject spoof for main domain
SP=reject - Reject spoof for Sub-Domain
Pct = 10 - Applies to 100% of mail
Adkim=r - relaxed : allow subdomains for dkim check
Aspf =r - relaxed : allow subdomains for spf check
Ri=86400 - daily report (secs)
Rua - aggergte mail reports to ….



DMARC Reporting

• Knowing if your anti-spoof settings are working is important

• Knowing if scammers are using your email domains to spoof others is 
important

• Allows you to take proactive countermeasures against spoofing

• Allows you to protect your company reputation

• Allows you to protect your own company users

• Allows you to protect your customers and suppliers



DMARC generates 2 kinds of reports

• Aggregate reports - reports provide information about which emails 
are authenticating against SPF (Sender Policy Framework), DKIM 
(DomainKeys Identified Mail) and DMARC, and which are not.

• Forensic reports - In addition to providing information about which 
emails are authenticating against SPF, DKIM, and DMARC (as 
aggregate reports do) forensic reports include additional information 
such as the subject line and header information as well as, most 
importantly any URLs (URIs) included in the message.

• Need analysis tools to interpret DMARC Reports



Authentication-Results: spf=softfail (sender IP is 

46.167.245.205)

smtp.mailfrom=vincentchoy.com; fedelis.com.my; dkim=none 

(message not signed)

header.d=none;fedelis.com.my; dmarc=fail action=none

header.from=vincentchoy.com;compauth=fail reason=001

Received-SPF: SoftFail (protection.outlook.com: domain of 

transitioning



Aggregate report example

Emails will be sent to mailbox based on DMARC settings



Forensic report example



Having a reporting tool to analyze the results 
is critical



Reporting Tool can show if all your sending 
servers are defined

Audit of known commercial entities (legitimate) using the <Customer> domain.

Not included 
in SPF

Included in SPF



Reporting tool can show if your domains are 
listed as suspicious
Legitimate domains incorrectly configured may be targeted by anti-spam servers.



Reporting tool will generate Forensic Report 
Summary- this can show what is the Lure used to 
trick users – allow you to take counter measures

DMARC failure based on forwarded 
email – SPF and DKIM failure



Fedelis works with dmarcian reporting tool and 
advisory services to help you secure your domain 
against spoof



Office365 Anti-Spoof for 
InBound Messages



Office365 and Incoming Messages

• Uses sender SPF, DKIM and DMARC settings to evaluate spoof



SPF
DKIM
DMARC

Fedelis.com.my
Bill Gates



This wasn’t sent from vc@Fedelis.com.my

SPF Fail – did not come from O365, 
came from emkei.cz instead



Office365 and Incoming Messages

• Who is the sending domain / sending IP?
• How often does the sender or recipient exchange email?



SPF
DKIM
DMARC

Vincentchoy.com
Lee Kuan Yew



This wasn’t sent from me@vincentchoy.com

“~” in front of “all” means that 
any servers not listed in this 
SPF record should be treated 
as a "softfail", which means 
that mail can be allowed 
through but should be tagged 
as spam or suspicious.





Reducing Genuine Spoof marked as spam

• Correctly configuring SPF and DKIM to include 3rd Party Services

• White List Sender IP Address in Exchange Admin Center / ATP

• Add Exchange Transport Rule to bypass filtering for specific address





Office365 Standard Plans Office365 with ATP

Advanced Threat Protection (ATP)





Office365 Standard Plans Office365 with ATP

Advanced Threat Protection (ATP)





Questions?
Contact vc@Fedelis.com.my


